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Our society has become a digital society. The Internet, social networks, mobile phones, Wi-
Fi, computers and a whole range of information and communication technologies (ICT) [1]
are increasingly present, to the point where the distinction between the online and offline
environment is losing meaning. Technology is increasingly becoming an intermediary
element in study, work, and business with companies and administrations, communication
and, above all, the way we relate to friends, family, colleagues, and our partners and/or
other sex-affective relationships, especially in the case of young people.

Social networks and ICT (relationship, information and communication technologies) have
allowed women, LGTBIQ+ people, and feminists to create networks, articulate actions, give
visibility to our discourses and demand gender-related changes. In fact, the different
cyberfeminisms have positioned themselves as an engine of optimistic development of the
digital society, promoting a feminist technosocial repoliticisation which criticises the
current state of affairs [2]. At the same time, they have condemned the increase in online
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gender-based violence and have developed strategies to address it [3].

The digital world is not neutral, but is crossed by cisheteropatriarchal dynamics deeply
intertwined with capitalism and the colonial project. Recently, the regeneration of the
overtly misogynistic and LGBTIQ-phobic global neoconservative agenda has gone hand in
hand with the intensification of hate, anti-rights and anti-feminist groups on the Internet,
often operating in what is known as the manosphere, with a leading role in some online
violence [4].

Online gender-based violence occurs as a manifestation of discrimination and the situation
of gender inequality within the framework of a system of cisheteropatriarchal power
relations, and which are produced, distributed and/or amplified in digital environments
and/or through ICT [5].

Online gender-based violence can occur specifically or combined with other face-to-face
forms of violence. Digital environment features make it difficult to approach and amplify its
impact: anonymity and replicability, which allow the incorporation of multiple attackers, the
elimination of geographical limits, the difficulties of being forgotten and the elimination of
digital content, as well as the possibility of repetition 24 hours a day, 7 days a week. Online
gender-based violence occurs in a digital world defined by large transnational technological
platforms with a profit motive, with opaque business models based on the exploitation of
our data and with very little or non-existent public control and regulation.

The impacts of digital violence can be diverse and seriously affect our lives, both in terms of
mental and physical health, to the point that they have sometimes led to rape or suicide [6].
They can have social effects, generating isolation and exclusion from our relational
networks, and impair educational, labour and economic opportunities when they make
training or work impossible or difficult. They also affect freedom of expression and
movement online, expelling us from or affecting our ability to participate in public debate,
while making it difficult to generate friendly and safe narratives and making us vulnerable
to other types of violence [7].

There is still a lack of systematic, public and up-to-date data on online gender-based
violence. 11% of European women (9 million) had been victims of violence on the Internet
(via the web, e-mail or mobile phones), while 70% of those who had suffered online gender-
based violence had also suffered it from their partners and ex-partners [8]. According to the
most recent data, 15.7% of Catalan women have suffered violence through social networks,
a figure that rises to 44.3% among the youngest women [9] ―a group that is also
particularly affected by violent digital images of a sexual nature [10]―.

Online gender-based violence can occur specifically or combined
with other face-to-face forms of violence. Digital environment
features such as anonymity amplify its impact
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In addition, online gender-based violence particularly affects racialized women, LGTBIQ+
people and women with functional diversity, as well as feminist activists and prominent
women of public relevance who become targets of digital attacks, for example, female
journalists, academics, artists, technologists, gamers, athletes or politicians [11]. As for the
aggressors, they are mainly men. Although they may act anonymously, in many cases they
are people known to the victim (partners, ex-partners, colleagues from work or school,
etc.), albeit assaults by strangers are also very relevant, especially in the framework of anti-
feminist discourses and attacks on women with public relevance.

The legal framework of online gender-based violence

One of the main new changes of Law 17/2020, of 22 December, amending Law 5/2008, on
the right of women to eradicate gender-based violence, is precisely the introduction of the
digital dimension in addressing sexist violence

Online gender-based violence is included as one of the forms of sexist violence. It
recognises that this type of violence causes damage and attacks the freedom of
women and explains that this type of violence can occur in the partner or ex-partner,
family and work environments.

It considers the digital world to be one of the areas where gender-based violence can
occur, as its own area of interaction, participation and governance, through ICT, and
details an extensive list of practices of such violence [13].

The addition of the context of “violence in political life and the public sphere” and the
enlargement of “violence in the social or community sphere” to include hate speech
and discrimination also reinforces the inclusion of the digital dimension, even if it is
not explicitly mentioned, since these are violence mostly carried out through ICT.

In the section dedicated to research, the need to investigate and collect more data on
online gender-based violence [14] is added to know its scope and characteristics, the
impact and effectiveness of police, judicial and protection responses.

The information and social awareness actions include the need to develop training
and pedagogical resources for the promotion of digital citizenship to encourage the
responsible and critical use of ICT [15].

An additional provision is added [16] dedicated to promoting an agreement with
intermediary Internet platforms, putting on the table the responsibility of the private
technological sector in addressing digital sexist violence.

In short, Law 17/2020, of 22 December, amending Law 5/2008 on the right of women to
eradicate gender-based violence, is a pioneer law in recognising online gender-based
violence and establishing tools to address it. It proposes a complex and cross-sectional view
that will need to be unfold with concrete measures integrated into the care circuits and
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services.

Online gender-based violence particularly affects racialized women,
LGTBIQ+ people and women with functional diversity, as well as
feminist activists and prominent women of public relevance

The legal frameworks on privacy, data protection and regulation of technology companies
are also very relevant to combat online gender-based violence, and do not necessarily
incorporate a gender perspective. It will also be necessary to take into account the
legislative developments that have occurred recently, such as Organic Law 8/2021 on the
comprehensive protection of children and adolescents against violence. Or those currently
in the process of being drawn up or reformed, in particular the draft organic law for the
comprehensive guarantee of sexual freedom, the reform of the criminal justice regulations
and the elaboration of the regulations on cyberviolence in the European Parliament.

Fighting online gender-based violence: recommendations
and further steps

When responding to online gender-based violence, it is necessary to understand digital
security holistically, incorporating three dimensions: physical, psychosocial and digital. Not
only is protection against digital attacks necessary, but it is also fundamental to promote
well-being and care (both personal and also regarding data and electronic devices), which
is what allows the agency and life projects of each one to be sustained. Without intending to
be exhaustive, we will mention some key strategies to combat online gender-based violence.

In prevention and detection:

Start from an empowering perspective. It is not about women abandoning technology
and the digital world even further, but about moving towards freer and safer digital
relationships.

The digital sphere must be a space of prevention, intervention and awareness in
itself, using the networks to generate specific actions and campaigns (disseminate
security tips, generate communities and warning tools or strengthen protection
factors).

Raise awareness about online gender-based violence and the importance of digital
sovereignty and the critical use of technologies, and incorporate digital feminist self-
defence into the catalogue of prevention actions, especially for teenagers and young
people.

Promote secure digital tools that respect privacy, with a special emphasis on free and
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open-source software [17], those that have a community and proximity dimension and
secure technological infrastructures (such as anonymous browsing via TOR ―a free
software that allows you to surf the Internet anonymously―, autonomous servers,
encryption and authentication tools, etc.). It will also be necessary to explore the
intersection that can occur in the institutional violence context [18].

Generate systematic, public and up-to-date data on online gender-based violence, the
effectiveness of social, technological, police and judicial responses, and systematise
good practices in their approach from an intersectional framework that foresees the
emergence of new forms of violence [19].

From a more structural point of view, it is essential to promote the participation of
women in digital occupations, today still enormously masculinised, and to support the
development of digital security professional profiles with a feminist perspective.

In care, recovery and reparation:

Be sure that the technological infrastructures of care guarantee privacy and security.

Reassess risk assessment tools to incorporate the evaluation of digital threats and
risks, and develop digital security and risk mitigation plans, which can range from
very specific measures (destruction or encryption of sensitive personal material such
as photographs…) to more structural actions (camouflage strategies, fortification,
blocking, using safer tools, among others).

Integrate the technological dimension in the working methodologies of services and
circuits of gender-based violence, providing specific training and developing and
disseminating practical support materials and resources [20]. In particular, it is
necessary to make response tools to digital attacks known: to report, block or silence
aggressors, and to profile and document the attacks in a way that allows responding
to them and, where appropriate, denouncing the platforms in the courts. In this
sense, it will be essential to develop and disseminate tools to document and certify
proof of online gender-based violence in the legal sphere so that complaints have an
effective course of action.

Incorporate profiles of technologists and digital security experts into the sexist
violence circuit.

Deploy the digital dimension in access to rights (for example, guaranteeing free
access to IT expertise) and in protection mechanisms (also deploying judicial
protection orders in the digital field).

Collaborate with digital platforms and companies [21] to make protection effective,
expel aggressors from the networks and guarantee the freedom and safety of
women’s digital participation, and avoid censorship mechanisms of critical content. It
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will also be necessary to promote transparency and public audits of algorithms and
the use of data.

Deploy reparation strategies in a digital key, supporting campaigns and counter-
narratives that make visible this violence, make known the ways to face them and
strengthen the networks of relationship and mutual support that counteract the
desire for isolation and control. Support for feminist digital action is fundamental for
re-appropriating the digital world, making it freer and friendlier for women and
LGTBIQ+ people and preventing us from being excluded from it.

In short, it is necessary to rethink the approach model to include the digital dimension as a
crosscutting issue in the gender-based violence circuits and services in all its phases,
overcoming the already obsolete dichotomy between the online and offline world and
developing initiatives in all areas. At the same time, it is important to have a comprehensive
view and not focus exclusively on denouncing and technological responses. The experience
of people who have suffered this type of violence shows us in fact the relevance of
companionship and support, prevention and collective action [22].

It is necessary to rethink the approach model to include the digital
dimension in the gender-based violence circuits and services

Finally, the digital training of women in particular and of the general public (including
service professionals), the promotion of women’s participation in the technological sectors
and the development of digital tools that respect the privacy and the security of users are
also fundamental lines of action in order to move towards greater freedom and respect also
in the digital world
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